


הקיברנטיפרטיות במרחב 
The Web, The Deep Web & 

The Dark Web



In The Beginning There 
Was The Internet





Search engines and especially Google 
have revolutionized the field of 
informatics and created a new field 
of intelligence – WEBINT.

The World Wide Web





The Deep Web includes all online 
information that cannot be 
harvested by Google

The Deep Web



What is DarkNet

• “Deepweb” - a class of content which is not indexed by 
any search engine.

• The most efficient for malicious actors are so-called 

“Darknets.” 

• Darknets refer to a class of networks that guarantee 

anonymous and untraceable access to Web content 
and anonymity for a site.



• TOR is a network that enables 
anonymity and encryption while 
transferring information.

• TOR created the Dark Web which is the 
cyber under world.

TOR – The Dark Web



• Hacking
• Hacktivists
• Data theft
• Espionage
• Online financial crimes
• Forbidden publications or trade.

Online Crimes



Terrorist Acticity



Hacking



Stolen Files and Info



Drug Commerce





Leakage Alert Service



Preliminary Leakage



Significant Leakage



Credentials Leakage



Scripts Leakage



Info about IT Infrastructure



Hackers Discussions





• Most of the dark web is unindexed, and 
therefore we will not find its contents in 
Google.

• Unstable sites – closed or shifting URLs.

• Password protected sites.

• Viruses hazards.

Searching The Dark Web



We participate in closed forums, thus learn about 
threat actors’ intentions, plans, teams, execution, 
methods, etc. 

Cyber Spies (Avatars)
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